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Abstract: This research makes a comparative analysis ofsigmificant reform projects in data protection
legislation, proposed in early 2012 in the EU amel WS, in order to identify the common philosoptaesl
also the main differences between them. Its outsomr® important as transatlantic data transfers are
exponentially increasing and their main actors nieeknow what to expect from both legal regimese Th
paper builds on a ground zero, as both reform pt®j@ere made public in late January — respectilatty
February, so such a comparison can only referdearehes made prior to the announcements regatang
general concepts of privacy and data protectiomhan European and American view. The main method
employed is comparative observation. The resultsvstihat EU and US legislations start using the same
language regarding data protection law — by thalldgfinitions proposed and main principles implated,
while still keeping significant differences. Acadesand researchers will have a starting pointféibure
comparative analyzes in a legal field which enjayist of attention from lawmakers all over the glbbed
world. The paper focuses on very recent legal @gments, which need throughout analysis in order to
make them functional in practice.
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1. Introduction

Privacy and data protection are a main concertafemakers of properly safeguarding human rights
and democracies. Living in a Surveillance Socistglready a fact of the modern world and not only
an Orwellian product of imaginati@nThankfully, the democratic mechanisms keep the&ilance
Society in a framework of respect for human rigitnong such mechanisms, the most important is
the regulation of the protection of privacy andsoeal information. A recent study discovered that t
total number of new privacy laws globally, viewegl decade, shows that their growth is accelerating,
not merely expanding linearly: 8 (1970s), 13 (198@& (1990s), 35 (2000s) and 12 (2 years of the
2010s), giving the total of 89 (Greenleaf, 2012)eTphenomenon began in Europe, Germany being
the first country which provided for a data proigetlaw, but only in one of its regions — Hasse, in
1970. Several countries soon followed the modeked@m, Denmark, France.

The European Union’s jurisdiction became the legdjlobal defendant of personal data, imposing a
minimum standard of protection to countries thantv® engage in data transfers with European
entities. And one of the countries that do not exa minimum degree of compliance is the United
States of America. Hence, the two entities agrgemhwa procedure called The Safe Harbor principles,
which allow processors to make transatlantic datasfers. In early 2012, both countries made @ffici
announcements regarding data protection reforms.Ethiopean Commission published the proposed
regulation for data protection on January 25 aredWhite House published the Consumer Privacy
Bill of Rights a month later.
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This paper will compare the two legal developmentsierlying first the fundamental difference
between privacy protection in EU and US which arages in philosophy. The paper continues with a
general view on both reform projects, a comparisbrihe legal language used, focusing on the
definition of personal data, followed by conclusion

2. Different Philosophies of the Protection of Privacy
2.1. Europe: Privacy Protected as Dignity

Privacy and data protection are regulated diffenerthe European Union and the United States. The
EU centrally supervises the private sector's uspaysonal data, whereas the US regulation of the
private sector is minimal. These differences ensffim@m distinct conceptual bases for privacy in
each jurisdiction: in the US, privacy protectioneissentially liberty protection,e. protection from
government, while for Europeans, privacy protedgsitly or their public image. (Levin & Nicholson,
2005). For instance, in Germany, for instance, lwn lasis of the current case-law from both the
Constitutional Court and the Supreme Court, fiveadrranging protected personality interests
developed under art. 823(1) B&Bvith their own specific preconditions and subegatries: (1) the
protection of privacy; (2) the right to one’s owmédge; (3) the sphere of publicity or the right to
identity; (4) the right of informational self-deteination (right to one’s data); and (5) the pratatof
dignity, honour and reputation (Briggemeier, Ciac&hO'Callaghan, 2010).

They are all rights to control your public imageghts to guarantee that people see you the way you
want to be seen. They are, as it were, rights tehelded against unwanted public exposure — to be
spared embarrassment or humiliation, and, as shehprime enemy of our “privacy”, according to
this view, is the media, which always threatendrmadcast unsavory information about us in ways
that endanger our public dignity (Whitman, 20048e Sfor instance, the famous case of Caroline of
Monaco (Von Hannover v. Germany, 2004), where theofean Court of Human Rights ruled that
the publication of photos of the princess while st@s engaged in private activities, alone or
accompanied, in public spaces, such as parksbisach of Article 8 of the European Convention of
Human Rights. Previously, the German courts hadlddahat the private life of the princess was not
protected by Article 8, as she was a public figure.

2.2. America: Privacy Protected asLiberty

America, by contrast, is much more oriented toweatlies of liberty, and especially liberty over
against the state. At its conceptual core, the Agaarright to privacy still takes much the formttita
took in the eighteenth century: it is the rightfteedom from intrusions by the state, especially in
one’s own home (Whitman, 2004). Moreover, the USsTitution does not provide for a distinct right
to privacy. This is why the protection of one’svaigy is reconstructed as a puzzle in a quilt of
statutes: The Right to Financial Privacy Act, Tterltity Theft and Assumption Deterrence Act, The
Cable Communications Policy Act, The Telecommumicet Act of 1996 and even The Videotape
Privacy Protection Act.

Previous research has shown that the absenceawfstitational right to privacy has two main effects
The first one is that the US piecemeal approachresiult in various privacy-protecting acts claghin
with well-established constitutional rights, and,aaresult, their protection of privacy will be weatd
down (Levin & Nicholson, 2005). The second onéhist the US Constitution with its supporting body
of jurisprudence does not provide adequate priyaoyection, especially in the light of continuing
technological development (Levin & Nicholson, 2005)

Therefore, a Bill of Rights containing general gilides for the protection of personal data is more
than welcomed, especially that its content is apgining the European view on data protection. The

! The German Civil Code.
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next section will analyze the general frameworkha two reforms proposed recently by the EU and
the US.

3. A General View on the Reform Projects
3.1. Scope and Objectives

Currently, the protection of personal data is ratpd in the EU by Directive 95/46 on the protection
of the individual with regard to the processingpefsonal data and on the free movement of such data
(the Data Protection Directive or DPD). This direetwas adopted in 1995, when internet was living
its infancy, less than 1% of the Europeans usiegrternet at that time (Reding, 2012). The general
framework of the reform has as starting point #iehhological developments and the need to protect
the individual in this context. The EC argues thaapid technological developments have brought
new challenges for the protection of personal date scale of data sharing and collecting has
increased dramatically. Technology allows both gieévcompanies and public authorities to make use
of personal data on an unprecedented scale in trgherrsue their activities”. (European Commission,
2012). As such, we understand that the main purpbgbe regulation is to effectively protect the
individual from intrusions in his or her privatdelj highly accentuated by the developments of IT
systems.

The regulation itself defines its material scopeAinicle 2(1) — “the processing of personal data,
wholly or partly by automated means, and the prsiogsother than by automated means of personal
data which form part of a filing system or are mded to form part of a filing system”. Hence, the
scope is broad and the main limitation is thatrégulation only applies to natural persons, in that
protects their fundamental rights and freedomstai®d in Article 1(2). The main accomplishment of
the proposed regulation is the enhancement of tloeepural, specific rights individuals have
regarding the fair processing of their personahdagéw rights are introduced and the existing @mes
consistently developed. For instance, the “Rediftnn and erasure” section of the Data Protection
Regulation (DPR) proposal is a part of Chapter‘Rights of the data subject” and it encompasses
Article 16 —the right to rectification, Article 17 —the right to be forgotten and to erasure and Article

18 —theright to data portability. It should be noted that the right to be forgottad the right to data
portability are an innovationAll of these rights are provided in order to enkarmontrol by
individuals over their own data.

The US Consumer Privacy Bill of Rights (CPBR), dre tother hand, is concentrating on the
commercial aspect of the data protection and pyidmbate. In the official document published by the
White House containing the framework “Consumer DRtavacy in a Networked World” (White
House, 2012), the Administration explains that VRcy protections are critical to maintaining
consumer trust in networked technologies. When wmess provide information about themselves -
whether it is in the context of an online sociatwagk that is open to public view or a transaction
involving sensitive personal information - theyseaably expect companies to use this information in
ways that are consistent with the surrounding caht&he discourse is evidently guided towards the
economical, commercial spheres and not clearly tdsvahe broader purpose of human rights
protection. At the centre of this framework staride Consumer Privacy Bill of Rights, “which
embraces privacy principles recognized throughtwt world and adapts them to the dynamic
environment of the commercial Internet” (White Heu2012).

Another important component of the framework is itgtation launched to private stakeholders to
adopt codes of conduct, based on the rules coutdigethe Consumer Privacy Bill of Rights (see,
also, section 3.2).

The Administration observed that one of the elesméime current piecemeal privacy framework lacks
is “a clear statement of basic privacy principleattapply to the commercial world and a sustained
commitment of all stakeholders to address consulater privacy issues as they arise from advances in
technologies and business models”. This is theoreaghy the CPBR comprises seven principles
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developed around basic rights individuals enjoyelation to the protection of their personal datee(
section 4.2).

3.2. Enforceability

EC chose to implement the data protection refomoudh a regulation. According to Article 288(2) of
the Treaty on the Functioning of the European Un@megulation is “binding in its entirety and
directly applicable in all Member States”, in cadfr with a directive which is binding only as te th
result to be achieved upon each Member State tohwihis addressed, but shall leave to the national
authorities the choice of forms and methods. Tleegfthe rules provided in the DPR will directly
apply in the legal orders of the Member Statedhouit being implemented by national laws.

This was not the case with the Data Protection diiire. The different means of implementation
chosen by the Member States led to significantedifices in the protection of personal data
throughout the EU, which caused legal uncertaimty a widespread public perception that there are
significant privacy risks associated notably withliwe activity. Therefore, the choice of a regudati
instead of a directive to implement the data ptatacreform is a premise of a more coherent data
protection policy, of strengthened legal certaiabd of a more effective protection of personal data
inside the EU.

The Consumer Privacy Bill of Rights is not direclgforceable. It is “a guide for the Administration
to work collaboratively with Congress on statuttagiguage” (White House, 2012). Technically, the
White House Administration is calling the US Corggréo pass legislation that applies the principles
contained in the CPBR to “commercial sectors thiatreot subject to existing Federal data privacy
laws”. Which means they will not unify the very detralized current legislation, but will provider fo
concrete guidance to future legislation. The fuorcf the rights provided in CPBR will also be aeti

in the creation of future code of conducts. “The&étal Government will play a role in convening
discussions among stakeholders - companies, priaadyconsumer advocates, international partners,
State Attorneys General, Federal criminal and d¢aml enforcement representatives, and academics -
who will then develop codes of conduct that implatrtee Consumer Privacy Bill of Rights.”

In the next section we will compare briefly criidagal concepts used by the two reform projeds, t
conclude that European and American privacy at leage started to use the same language.

4. Thelegal Language Used
4.1 Definition of personal data

Delimiting the concept of the certain kind of infumtion that legislations such as the ones being
analyzed in this paper protect is of vital impodaiffior the implementation of privacy laws. Recently
the results of a research completed in America shlothat fnformation privacy law rests on the
currently unstable category of personally ideniigainformation (PII). Information that falls
within this category is protected; information adésof it is not” (Schwartz & Solove, 2011). The
CPBR makes the “personally identifiable informaticm stable concept, at least as far as
consumer law is concerned. Moreover, the notionezesily be adopted by other sectors, now that
it is legally defined.

The first statement of the CPBR is that “The ConsuRrivacy Bill of Rights applies to personal data,
which means any data, including aggregations d,dalich is linkable to a specific individual”.

The first observation is that the “personally idéable information” is replaced with “personal d&t
a term used in the EU data protection law.

The second observation is that the concept of patstata is very similar to the one used in the EU:
“any information relating to an identified or idér@ble natural person” (Article 2a DPD). The DPR
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introduces a renewed definition — “any informatrefating to a data subject” (Article 4(2)) and &ada
subject is “an identified natural person or a ratperson who can be identified, directly or indihg

by means reasonably likely to be used by the cletror by any other natural or legal person, in
particular by reference to an identification numbecation data, online identifier or to one or mor
factors specific to the physical, physiologicalpetc, mental, economic, cultural or social idgntf
that person”.

The amount of details considered in the EU debnitof personal data is explained by the significant
role the delimitation of personal data has in thpligation of the law. Especially when “technoldgis
can take information that appears on its face tmdreidentifiable and turn it into identifiable
data” (Schwartz & Solove, 2011) in the context ddléen myth of anonymization (Ohm, 2010).

4.2. Principles

The DPR sets out the principles relating to persdata processing in Article 5, stating that peegon
data must be: a) processed lawfully, fairly ané imansparent manner in relation to the data stjbjec
b) collected for specified, explicit and legitimgiarposes; c) adequate, relevant, and limited ¢o th
minimum necessary in relation to the purposes faickv they are processed; they shall only be
processed if, and as long as, the purposes couldentulfilled by processing information that does
not involve personal data; d) accurate and kepttamate; e) kept in a form which permits
identification of data subjects for no longer thamecessary for the purposes for which the petsona
data are processed; personal data may be storhfper periods insofar as the data will be proegss
solely for historical, statistical or scientificsearch purposes; f) processed under the respatyséniti
liability of the controller, who shall ensure aneéntbnstrate for each processing operation the
compliance with the provisions of the regulation.

Most of these principles correspond to those irichat6 of Directive 95/46, but they are renewedhwit
the transparency principle, the clarification o ttata minimization principle and the establishnoént
a comprehensive responsibility and liability of thentroller. Chapter Il of the Regulation is
dedicated to the “Rights of the Data Subject” andomprises 10 detailed articles which technically
transpose the principles stated above.

The CPBR enforces seven rights each correspondiogé principle. ,Individual control” gives the
right to consumers to exercise control over whatsqeal data companies collect from them.
»rransparency” presupposes a right to easily uridedsable and accessible information about privacy
and security practices. ,Respect for context” meamssumers have a right to expect that companies
will collect, use, and disclose personal data irysvthat are consistent with the context in which
consumers provide the data. ,Security” is referiadhe right to secure and responsible handling of
personal data. ,Access and accuracy” providesitid to access and correct personal data in usable
formats, in a manner that is appropriate to thesitigity of the data and the risk of adverse
consequences to consumers if the data is inaccyFateused collection” means consumers have the
right to reasonable limits on the personal datat t@mpanies collect and retain. And, last,
»<Accountability” gives the right to consumers tovieapersonal data handled by companies with
appropriate measures in place to assure they atththe Consumer Privacy Bill of Rights.

Comparing the two frameworks we can find significammmon concepts, which can be summarized
in three main ideas: 1) the individual enjoys ahasted control over the collection and processing o
data, which implies consent, intervention and fpansncy; 2) the purpose and time limitation of data
processing; 3) responsibility and accountabilityref data processor.

The differences remain in several aspects. Onkeoh tconcerns the entity which processes data and is
accountable under the law. While CPBR is only mafigrto “companies”, DPR is referring to
“controller”, which can be “a legal person, pub#athority, agency or any other body”. Another
difference is the legal certainty implied by theotprovisions in general: while the DPR is specific,
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maybe even too detailed, the CPBR, faithful toittea of a bill of rights, is more general, leavantpt
of room for interpretation.

5. Conclusions

Even though their bases are fundamentally diffefebtand US legal protection systems of privacy in
general and informational privacy in particular fiducommon denominators to start converging from.
The EU data protection reform is a natural develemimof existing law, after two decades of
evolution, while the US set of principles is a amgione for a coherent, unified legal protection
system of privacy.

Both developments have in common the need to peosictountable and effective safeguards for
individuals faced with the rapid evolution of techogy. Both reforms envisage a more protected
individual and a more responsible data controltedaia processor. Even though they use completely
different mechanisms to achieve these goals, st tkay count on similar concepts.

The most significant difference between the refgpnojects remains the narrow scope of the
Consumer Privacy Bill of Rights compared to theddsrcscope of the proposed data protection
regulation. The first one only applies to commédroidations — the one who is being protected i “th

consumer” and not “the individual”’, and the one caotable for breaching the consumer’s legal
safeguards can only be a “company”. Nevertheléssptinciples established for this specific domain
can easily be taken into account for several atbetors.

6. FutureWork

This paper is evidently only an introductory workdat can be continued at least in two directions.
First, a study on circumscribing each principléesidan the Consumer Privacy Bill of Rights to certa
mechanisms or provisions already implemented on sode enforced in the European Union. In this
way, a more accurate correspondence can be madedrethe legal systems protecting personal data.
This could also be a support for future US legistaand private codes of conduct. At the same time,
the EU stakeholders could learn some lessons ftwnptagmatic way US Administration views
informational privacy. Second, a research on hosv@PBR could be implemented in the US legal
system would be very interesting and also usefultlie lawmakers and the private entities that are
strongly encouraged to adopt codes of conduct.
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