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Abstract: “Personal data” means any information relatinguoidentified or identifiable natural person. An
identifiable person is one who can be identifiedtectly or indirectly, in particular by reference &n
identification number or to one or more factorscifie to his physical, physiological, mental, ecamio,
cultural or social identity. There are differentygan which an individual can be considered ‘idgalile’. A
person’s full name is an obvious likely identifidBut a person can also be identifiable from other
information, including a combination of identifioa elements such as physical characteristics,dussins
occupation, address etc. International and natian#iorities tried to adopt different types of riedions in
order to protect individuals' personal data andintorm them with respect to their rights. The legal
provisions are continuously changing accordinght® hew realities (society and economy are changing,
individuals are using different kind of communiceis). In order to have a strong protection of peatdata
and unitary rules for all member states, the Etsap@ommission published in January 2012 a progosal
General Data Protection Regulation on the protaatioindividuals with regard to the processing efgonal
data and on the free movement of such data, whithsupersede Directive 95/46/EC. A regulation was
considered the most appropriate legal instrumenefme the new framework for the protection ofgueral
data in the European Union: is directly binding mpgbe Member States, is directly applicable wittfie
Member States and as soon as a regulation is passatomatically becomes part of the nationakleg
system. The document shall be discussed by thepBaroParliament and the EU Member States meeting in
the Council of Ministers for discussiofhe rules will take effect two years after they have been adopted.
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The term “personal data” includes information taaghthe individual's private and family life

“stricto sensu”, but also information regarding whatever types aativity is undertaken by the

individual, like that concerning working relatiors the economic or social behaviour of the
individual. It includes therefore information ordividuals, regardless of the position or capacity o
those persons (as consumer, patient, employe@nsestetc).

The definition contains four main building blocks:

- “any information”,

- ‘relating to”,

- “an identified or identifiable”,
- “patural person”.

From the point of view of the nature of the infotiog, the concept of personal data includes anty sor
of statements about a person. It covers “objectimérmation, such as the presence of a certain
substance in one's blood. It also includes “subjetinformation, opinions or assessments. Thitetat

1 Phd Student, National School of Political Studiesl Public Administration, Romania, Address: 6 Pogestr., Sector 1,
Bucharest, Romania, Tel.:+4021.318.08.97, fax: #481P2.25.35, Corresponding author: m_florinaolteé@yahoo.com.

2 phd Student, National School of Political Studiesl Public Administration, Romania, Address: 6 étoei str., Sector 1,
Bucharest, Romania, Tel.:-+4021.318.08.97, fax: 44812.25.35, e-mail: mihaelaolteanu@ymail.com - éiefary of the

project “Doctoral scholarships for the developmehtthe knowledge-based society”, co-funded by theopean Union
through the European Social Fund, Sectorial OpsratiProgramme Human Resources Development 2003-201

302



Legal Sciences

sort of statements makes up a considerable shapergbnal data processing in sectors such as
banking, insurance or employment.

In general terms, information can be consideredrétate” to an individual when it igbout that
individual. In many situations, this relationshipncbe easily established. For instance the data
registered in one’s individual file in the persohaffice are clearly “related to” the person’s sition

as an employee.

The legal provisions apply to information relatecatnatural person that is “identified or identifiel’.

This raises the following considerations. In gehéeams, a natural person can be considered as
“identified” when, within a group of persons, hedre is “distinguished” from all other members of
the group. Accordingly, the natural person is “iifgble” when, although the person has not been
identified yet, it is possible to do it. Identifigan is normally achieved through particular pieoés
information which we may call “identifiers” and wdhi hold a particularly privileged and close
relationship with the particular individual. A persmay be identified directly by name or indirectly
by a telephone number, a car registration numbsogcel security number, a passport number or by a
combination of significant criteria which allowsnhito be recognized by narrowing down the group to
which he belongs (age, occupation, place of resieletc.).

The protection afforded by the rules applies tairatpersons, that is, to human beings. The right t
the protection of personal data is, in that seaseniversal one that is not restricted to natiowals
residents in a certain country. The concept ofnahfperson is referred to in Article 6 of the Unisal
Declaration of Human Rights, according to whi&véryone has the right to recognition everywhere
as a person before the law”.

The activity of protection and processing the retpersons’ personal data represents a challemge fo
Romanian companies and their employees, but also Romanian authorities, taking into
consideration the fact that the applicable legalisions shall be observed. In our country, Law No.
677/2001 regarding the protection of individualshaiespect to processing of personal data and free
movement of such data (hereinafter the “Law No./BJJF1") represents the general background, but
the legal provisions were influenced by different@&pean regulations, such as:

* Directive 95/46/EC of the European Parliament aihthe Council of 24 October 1995 on the
protection of individuals with regard to the prosieg of personal data and on the free
movement of such data (hereinafter the “DirectiS&8/EC");

« Commission Decision on standard contractual claftmethe transfer of personal data to third
countries, under Directive 95/46/EBereinafter the “Decision 2001/497/EC™");

¢« Commission Decision amending Decision 2001/497/ECreggards the introduction of an
alternative set of standard contractual clausesttier transfer of personal data to third
countries (hereinafter the “Decision 2004/915/EC").

Based on the provisions of Law No. 102/2005 waatekthe National Authority for the Supervision
of Personal Data Processing as public authoritigremmous and independent from any authority of
the public administration, as well as from any nator juridical person from the private area, Ingyvi

as objective protection of the fundamental rightd &eedoms of the natural persons, in connection
with the processing of personal data and the fireelation of these data.

The authority supervises and controls the legalitthe personal data processing which falls unider t
Law no. 677/2001. For this purpose, the supervisaithority has the following prerogatives:

* receives and examines the notifications on thegasing of personal data;
* authorizes the data processing in the situatiopslated by law;

* can decide, if it ascertains the infringement dé tlaw, the temporary suspension or the
cessation of the data processing, the partial treearasure of the processed data and can
inform the penal bodies or sue;
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* informs the natural and/or juridical persons abth# necessity of complying with the
obligations and carrying out the procedures stipdldy Law No. 677/2001;

e cooperates with the public authorities and publkitnimistration bodies, centralizes and
examines their annual reports regarding the pesgetection concerning the processing of
personal data;

e issues recommendations and approvals on any mattenected to the protection of
fundamental rights and freedoms, concerning theqgmad data processing, at any person’s
request, including public authorities and publionamistration bodies.

According to Article 3 of Law No. 677/2001 the rmii “personal data” represent “any information
relating to an identified or identifiable naturadrpon; an identifiable person is a person who @n b
identified, directly or indirectly, in particularith reference to an identification number or to ame
more factors specific to his physical, physiologigasychological, economic, cultural or social
identity.”

The provisions of Law No. 677/2001 apply to:

» processing of personal data, carried out within Hwtivities performed by operators
established in Romania;

» processing of personal data, carried out withinattévities performed by diplomatic missions
or consular offices of Romania;

« processing of personal data, carried out withingtiévities performed by operators who are
not established in Romania, using the means ofkary located on the Romanian territory,
with the exception when these means are only usedhé transit of the personal data on
Romanian territory, which are subject to such pseey.

Personal data which are intended to be processstlau

» processed fairly and in accordance with the exjgdigal provisions;

» collected for specific, explicit and legitimate puoses; further processing of personal data for
statistical, historical or scientific research, lwilot be considered incompatible with the
purpose they were initially collected for, if itéarried out according to the provisions of Law
No. 677/2001, including those referring to the ficdtion submitted to the supervisory
authority, as well as according to the guaranteganding personal data processing, set out by
the legal provisions on statistics’ activity or thistorical or scientific research;

« adequate, pertinent and non excessive in relatidghe purpose for which they are collected
and further processed;

» accurate and, if necessary, updated; for this m&pappropriate measures shall be taken in
order to erase and/or rectify inaccurate or incetgpldata, from the point of view of the
purpose for which they were collected and latecpssed;

« stored in such a manner that allows the identificadf the data subject only for the time limit
required to fulfil the purposes for which they amdlected and later processed; the storage of
data for a longer period of time than the one noereti, for statistical, historical or scientific
research purposes, shall be carried out in accoedafith the guarantees regarding personal
data processing, provided in the relevant legah&aork, and only for the period of time
required to achieve these purposes.

The personal data collected based on the previotifcation registered with the authority may be
processed and/or storage in Romania, but they radyalsferred to different countries. The transfer
to another state of personal data that are subjeptocessing or are destined to be processed after
being transferred may take place only if the Romaéaw is not infringed and the state of destimatio
ensures an adequate level of protection.

Data transferred to another state shall always Utest to prior notification to the supervisory
authority. The supervisory authority may allow theta transfer to another state which does not offer
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at least the same protection level as the oneeaffey the Romanian legislation, provided that thid
controller offers enough guarantees regarding tiegeption of fundamental individual rights. These
guarantees must be established through contragtsdby the data controllers and the natural alleg
person(s) who have offered the transfer.

The above mentioned provisions do not apply whendéita is processed exclusively for journalistic,
literary or artistic purposes, if the data were spdblic expressly by the data subject or areed!ad
the data subject’s public quality or to the pulsharacter of the facts he/she is involved in.

The level of protection will be, in all cases, ass#l by the supervisory authority from Romanianigki
into account all the circumstances in which thadfer is to be performed, especially:

» the nature of the data to be transferred;

» the purpose and the period of time proposed foptheessing;
» the state of origin and the state of final desiomt

« as well as the legislation of the state of finagtdetion.

In case the supervisory authority notices thatieliel of protection offered by the state of dedtora

is unsatisfactory, it may prohibit the data transfiemay authorize it provided that the operatdfsrs
enough guarantees regarding the protection of fmedégal individual rights. These guarantees must
be established through agreements signed by thatope and the natural or legal person(s) who have
disposed the transfer.

In case the legal persons intend to process araifwage and/or transfer the employee’s name,
address, contact details, date of birth, they agaired to obey the legal regulations regarding the
operation of the personal data. Therefore, the emyhas the obligation (i) to inform the new
employees, according to Article 12 of the Law N@7R001, with respect to the transfer of their
personal data abroad; (ii) to obtain their exploa@hsent for the transfer of data in different does
outside the European Union (hereinafter “EU”). HExglicit consent of the employees with respect to
the transfer of their data abroad shall be obtaineditten, as mentioned in Article 30, letterad)the
Law No. 677/2001.

The Romanian legal provisions were influenced bre€live 95/46/EC, applicable to countries of the
European Economic Area (hereinafter “EEA”), whidcludes all EU countries and in addition, non-
EU countries Iceland, Liechtenstein and Norway. Dieective 95/46/EC protects the rights of
everyone, irrespective of nationality or place e$idence, the personal data being protected from
misuse and from falling into unauthorised hands.giWe our name, photograph, telephone numbers,
birth date and address on a daily basis, whethepém a bank account, book a flight, apply forka jo
or to get a library card. Personal data is colttci@d processed for a variety of legitimate and
necessary purposes. However, the data that wederaiiectly or indirectly should not be used for
purposes other than originally intended. Nor shaulsk passed on to entities we haven't chosereto b
involved with.

The personal data may be collected and used owgrstrict conditions and individuals must always
be informed about the intention to collect and yeer data. The Directive 95/46/EC creates
obligations for the persons or entities which adligour personal data (“data controllers®) who must
respect individuals’ rights while processing peedatata entrusted to them.

Under EU rules, the natural persons have the fatigwights vis a vis data controllers:

* to be informed when they collect personal data;

» to be informed about the name of the controlleratthe processing is going to be used for, to
whom the data may be transferred,;

» to receive the information whether the data wasiobt directly or indirectly, unless this
information proves impossible or too difficult tbtain, or is legally protected,;

» to ask the data controller if he or she is procegstie personal data;

» toreceive a copy of this data in intelligible farm
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* to ask for the deletion, blocking or erasing of daga.

Special precautions need to be taken when persiatalis transferred to countries outside the EEA
that do not provide EU-standard data protectiore Directive 95/46/EC states that personal data can
only be transferred to countries outside the EU thedEEA when an adequate level of protection is
guaranteed. Also, it requires that data transteosilsl not be made to non-EU /non-EEA countries that
do not ensure adequate levels of protection. Howeseveral exceptions (or “derogations”) to this
rule could be applicable.

Personal data are increasingly being transferressadorders — both virtual and geographical — and
stored on servers in multiple countries both withird outside the EU. The globalised nature of data
flows calls for a strengthening of the individuatiata-protection rights internationally. This raqgi
strong principles for protecting individuals’ da&@imed at easing the flow of personal data across
borders while still ensuring a high and consistenél of protection without loopholes or unnecegsar
complexity.

To respond to these challenges, the Commissionogoging a system which will ensure a level of
protection for data transferred out of the EU samib that within the EU. This will include clearles
defining when EU law is applicable to companiesooganisations established outside the EU, in
particular by clarifying that whenever the orgatimals activities are related to the offering ofogis

or services to EU individuals or to the monitorwfgheir behaviour, EU rules will apply.

The Commission is proposing a streamlined proceflureso-called “adequacy decisions” that will
allow the free flow of information between the Eldanon-EU countries. An adequacy decision is an
acknowledgement that a given non-EU country ensamesdequate level of data protection through its
domestic law or international commitments. Suchgadey decisions will be taken at European level
on the basis of explicit criteria which will alspgy to police cooperation and criminal justice.

Businesses operating globally will benefit fromasgleand explicit rules for making use of binding
corporate rules, as well as from the fact thatrpaicthorisation will no longer be needed for transf
covered by binding corporate rules or standard reohtal clauses. The proposal will promote
effective international cooperation for data prtwc enforcement between the Commission,
European data protection authorities and authsriigside the EU, through investigative assistance,
information exchange and complaint referral.

Data subjects would have more rightssuch us:

* Wherever consent is required for data to be preckss would have to be given explicitly,
rather than assumed;

* Individuals would have a “right to data portabilitwhich would allow them to transfer
personal data from one service provider to anatiare easily;

« Individuals would have a “right to be forgotten” ish would allow them to obtain the
deletion of the data that they furnished onlinthére are no legitimate grounds for retaining it
(with exceptions);

* Individuals would be able to refer to the data gctibn authority in their country, even when
their data is processed by a company based oultsdeU.

Organizations would have more obligations and resptsibilities, such us:

» Organizations would be required to notify the nadlosupervisory authority of data security
breachesf feasible within 24 hours; and if the breach would adversdfgct the protection of
the personal data or privacy of individuals, thetodller would be required to communicate
the personal data breach to the data subjects wtithr@ue delay;

» Organizations would only have to deal with a singdg¢ional data protection authority in the
EU country where they have their main establishment
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» Organizations would no longer have to notify thidta protection practices to national data
protection authorities, but would still have to aibt permission for some categories of
processing;

* Instead of notification, there would be increasedponsibility and accountability for those
processing personal data; including significantldisure and record keeping requirements.

EU rules would apply if personal data were handlbtbad by companies that are active in the EU
market and offer their services to EU citizens. @iigations would be exposed to penalties of ugdlto €
million or up to 2% of the global annual turnovdraocompany in case of breaching the applicable
legal provisions.

The Commission intends to guarantee free and eassss to individuals personal data, making it
easier for individuals to see what personal infdiomais held about them by companies and public
authorities, and make it easier for transfer thensonal data between service providers — the lsedca
principle of “data portability”.

Conclusion

In case the proposed Regulation will be adopted, mages regarding the protection of personal data
will become applicable and legislative changes taille place. The new provisions will apply also on
the territory of Romania, the legal persons andatities will have the obligation to observe their
content. The new rules related to data protectigmose new responsibilities for those who hold and
process personal details, intend to offer a bettetection to individuals and a unitary applicatian
the legal provisions. Also, the EU rules includevrsanctions applicable to companies in case ofgusin
personal data, transferring personal data.

References

Hill, David G. (2009).Data Protection: Governance, Risk Management, and Compliance. CRC PressTaylor & Francis
Group.

Carey, Peter (2009ata Protection: A Practical Guide to UK and EU Law. Third Edition. Oxford.

Solove Daniel J. & Schwartz, Paul M. (201Bjivacy, Information, and Technology. Third Edition. Wolters Kluwer Law &
Business.

*** aw No. 677/2001 regarding the protection of imidiuals with respect to processing of personahdatd free movement
of such data.

**Directive 95/46/EC of the European Parliamentdanf the Council of 24 October 1995 on the protectwf individuals
with regard to the processing of personal datacemithe free movement of such data.

***Commission Decision on standard contractual skesifor the transfer of personal data to third t@es) under Directive
95/46/EC.

*»*Commission Decision amending Decision 2001/49CZ/@s regards the introduction of an alternative afestandard
contractual clauses for the transfer of person ttathird countries.

307



