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Abstract: In any event, the prosecutor and the judiciary khqay particular attention to the risk of their
falsification, which can be achieved by taking opéyrts of conversations or communications that fglake in the
past and are declared to be registered recentlyy oemoving parts of conversations or communicestior even
by the translation or removal of images. This isyvihe legislature provided an express provision tfagir
verification. Provisions of art. §1Paragraph 1 Criminal Procedure Code offers theilpitigs of a technical
expertise regarding the originality and continuitlythe records, at the prosecutor's request, #rdep or ex
officio, where there are doubts about the corresstnef the registration in whole or in part, esplécid not
supported by all the evidence. Therefore, audicvideo recordings serve themselves as evidenceiminai
proceedings, if not appealed or confirmed by tezdinéxpertise, if there were doubts about theifaonity with
reality. In the event that there is lack of exmartfrom the authenticity of records, they will h@ accepted as
evidence in solving a criminal case, thus elimimgtany probative value of the intercepted convesatand
communications in that case, by applying articld®@4. 2 Criminal Procedure Code.
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1. Introduction

The institution for certifying the recordings wagulated for attesting the authenticity of the rtsu
reports rendering the conversations or communiegtito eliminate any possibility of alteration or
counterfeiting them. However, there may be doubtsutithe reality and reliability of a recording, in
which the legislature has provided, in art® Baragraph 1 Criminal Procedure Code, the oppoyttmit
submit its technical expertise, at the requesheffrosecutor, the parties or ex officio. In thaspect,
practice shows that the court approve an inquirghenauthenticity of technical and forensic records
and wire tapping This regulation is presented as a posterioriantae in making the interception and
their transcription in the context in which the exjse is conducted by an independent and impartial
authority.

2. Procedural I ssues

According to Par. 3 of article §bf the Criminal Procedure Code, the minutes-repball be sent to
court, alongside with the registration supportemits notification with judging the respective sau
In the doctrine (Volonciu & Barbu, 2007, p. 158)th were raised certain issues in terms of
compliance with this legislation in the Europeam@mtion. It was found by the European Court, that
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among the guarantees provided by national regulstishould be included the care for
communicating all the records in their intact forrand must also be provisions for maintaining
complete recordings intact and in order, for intipecthe court and defense thereof

In accordance with article §1Paragraph 3 of the Criminal Procedure Code, tiggnal support of the
recorded conversations and communications whiehraercepted is kept by the prosecution, both in
the prosecution stage, and in the court, wherdilthevas sent to court settlement. It is made add

to the panel hearing the case, as requiredsCa007, p. 242). In this respect, it is arguedha
literature (Volonciu & Barbu, 2007, p. 161) thatstnecessary for the court to have direct acaess t
original media of the conversation recorded.

3. Aspects of Practice

Given that current technology allows easy falstfara of records, where there are such suspicidns, a
the prosecutor's request, or the parties or ggioffthe court may order technical expertise @& th
recordings to verify their the authenticity andhtiouity. If it is found, after examination, theckaof
authenticity of the records or interfering mixeghie text or removal of passages of conversatra@y; t
can not be retained in the case and can not be ase@didence (Theodoru, 2007, p. 403). In this
respect, the courts have pronounced, holding thetduse the defendant challenged both the call
content, and how the alleged discussion was tréoegtrin the minutes/report mentioned above,
indicating his name,” CG ", in the recorded dialegthere can be no proof of this transcription
efficiency, without a technical expertise to eitibthe authenticity of the registration andheit
clearly identifying the voices of the persons ségied; only on this can be drawn a transcrighef
dialogue "(Supreme Court, Decision no. 2986/27 R0@0).

4. Waysto Challenge the Records

A condition for which records can be challengedthie lack of electronic signature. Thus, the
Chairman of the Information and Communication Tedtbgy from the Chamber of Deputies
appreciated the fact that, if the telephone recbed® no electronic signature, if used as evidémce
proceedings, may be appealed. Thus, the file caedited so that with the voice that carried the
conversation, with the words spoken by one whoie@drthe conversation can be constructed other
phrases. This can be avoided by the approval ategvhat are used for recordings. The file that is
extracted from the telephone conversation mustgved electronically so that it can not be charged

An original recording may have a real value, untjoeably, only through a survey of authentication
that can be achieved only based on the originaiumed

It is noted that the current criminal procedure,las amended by Law no. 356/2006, requires as a
guarantee to ensure the reality and authenticithefintercepts and records, making available ¢o th
court of the original intercepts and records presgbby the prosecution. So, from this perspective,
legislature knows and distinguishes between twallegncepts: the original support and the copy of
the original medium.

There were many cases in the judicial prattinewhich the NAD refused to provide the partié¢e t
courts, and media experts, the original intercapt$ records; these issues were popular because thei

3 European Court of Human Rightsruslin vs. France caus®ecision of 24 April 1990Huvig vs. France caus®ecision

of 24 April 1990;Venezuela Contreras vs. Spain cau3ecision of 30 July 1998, www. coe.int.

4 European Court of Human Right8rado Bugallo vs. Spain caud®ecision of 18 February 2008umitru Popescu vs.
Romania causeDecision of 26 April 2007, www. coe.int.

5 pambuccian V. - President of Information and Comications Technology Committee of the Chamber opudies, in
Audio recordings of criminal cases can not certiifg identity voice- person in the absence electreignatures and may be
rejected as evidence in countyww.luju.ro.

6 European Court of Human Right®olenchi&David vs.N.A.D. causeases in which N.A.D. refuse to provide to courts
original recording media relied upon by the crinhimyestigation body, www. coe.int.
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aim was to hide the fact that they were holdingitfterception equipment, recording and processing
records, or even hiding distortion intercept andords (method of collages), for the purposes of
judicial work of fabrications.

There have been expressed in the literature (G0H)) that, the absence of original media intescep
and records cited as evidence in a case, and fefughiow the access of the parties and the cduorts
the original media, while the original media iseguirement of mandatory legal condition of validity
of the interceptions and recordings presented ademewe, determine the absolute nullity of
interceptions and recordings.

In practicé, rules of evidence were removed from the transaifthe minutes-reports of telephone
conversations intercepted and recorded, for thendigints had been violated the right to privacy as
guaranteed by Art. 8, paragraph 1 of the Europeamvéntion on Human Rights, not being fulfilled
the requirements of Art. 8, paragraph 2 of the @mion, the court finding it impossible to perform
the examination.

5. Technical Expertise of Records

Currently, the control of the recording reliability for the National Institute of Forensics Expssti
acting under the authority of the Ministry of Jastiand whose experts have the quality of civil
servants, being completely independent to the ctenpauthorities in carrying out interceptions and
transcripts of recorded conversations.

The voice and speech expertise involves autheitticaf audio and audio-video recordings and it is

performed only on the original records. Within thisis checked whether records were made

simultaneously with acoustic-video events that tbegtain with technical equipment and the method
adopted by the party that produced that. In therates of technical equipment there can be argued tha
expertise can not be done.

We highlight the fact that, it is now possible pertise the sound traces to establish the ideafity
the person from which they are emanated, by anakitly the comparing model (Tulbure, 2006).
Thus, another objective of the expertise may kidentify people by voice and speech by comparing a
voice in the dispute with the voice recording o$uspect (for comparison), recorded under similar
conditions (same technical equipment, the samesrmesion system etc.) or improve the quality of
records. It is performed to increase the intelilgipof the records by reducing or eliminating sem
types of noise.

At the same time, the court may allow photo anceeiéxpertise. Thus, on a photo or video, the
objectives of the expertise performed at the Natfioimstitute of Forensics Expertise are: the
authenticity of photographic images or video -sitcheck if the record (photo or video) remained
unaltered from the time of its shooting, if it waarformed with the equipment shown and the method
mentioned by who presented the registration.

According to the National Institute of ForensicpERise, check control means to see if something is
untrue, and to determine the authenticity involdegermining whether something is consistent with
truth. It is obvious that the synonymy of the tveonis involves technical expertise in such cases and
not the criminal one.

According to international standards such as theli@Engineering Society (AES27-1996/r2007)
authentic recording means "a sound recording miadeataneously with the events alleged to be true,
completely and continuously performed by the methddch was mentioned by the party who
produced it, and was not subject to maneuverstefaion, addition, deletion or editing.

" Neam Tribunal, criminal sectiorCriminal sentence no. 116/P of 9 June 2Qirfhublished.
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6. Conclusions

In the circumstances in which the expert findingdi¢ate that the records are not authentic, some
courts have held that although "the defendantsgréze their voices on tape, the court shall not
consider the evidence relevant, consisting of aficarecording which is not authentic, as long as a
such a registration does not meet the followinguregnents: to be performed simultaneously with
acoustic events contained on this and not be a,coplyto contain any interventions (deletions,
insertions, intercalations of words, phrases dreotcounterfeit), to have been performed with
technical equipment presented by those who showedrécord"(Bucharest Tribunal;* Triminal
section, Criminal sentence no. 373/29 March 2006).

Related to the fact that, because of the lack tfemticity, the court removed such registratiomfro
evidence, the National Anticorruption Departmeifiiriais that, at present, all the NICE expertise refe
to AES 27-1996 (r2007) standards, respectively BESA43-2000, developed by the Audio Engineering
Society (Prosecutor of the High Court of Cassatind Justice, National Anticorruption Department,
Conclusions about the facts of the case, in recor®36/45/2007).

According to the 3.2 of AES 27-1996 definition, thation of authentic audio recording, consists in a
recording taking place simultaneously with the rded events, performed with the device indicated
by the part and shows no inexplicable alterationsei@sures. From this point of view, of the

cumulative performance of the three conditions igiabove, the definition is perhaps valid only for

sound recordings on magnetic tape (it may playppau role of authentic records).

The National Anticorruption Department considerat twhen digital support is used, the definition is
devoid of any effect, as the terms "original” arabpy” are purely literary, or at least chronolodjica
as in terms of integrity the files so created, lestwthe first and the following (by the trivial o
paste ") there is no difference in content.

We do not share this view, because it is essetdidinding the truth, as audio recordings to be
original, not mere copies. According to doctrine goractice, but also under art.*9191° Criminal
Procedure Code, if the recording is not authentiGan not be accepted as evidence. (Petre &
Grigoras, 2010).

This rule is contradicted by the conclusions of adbeve mentioned institution, even if there were no
differences in content between the copy and thgirai, it is created a doubt about the existence of
optical media originals, which flagrantly contraeenthe provisions contained in Art.*9Rar. 3
Criminal Procedure Code, which claim to be origingdia, which is kept at the prosecution in a
special place in a sealed envelope and will beigeavto the court upon request.
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