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Abstract: Internet crime techniques that pilfer from vicsimillions each year continue to plague the Interne
through a range of methods. Trends and techniqdestified by many organizations along with its
description are followed by preventative measuhed will support you in being informed prior to erihg
into dealings and transactions over the Internethfiques as Auction Fraud, Counterfeit Cashiensck,
Credit Card Fraud, Debt Elimination, Parcel Coulignail Scheme, Employment/Business Opportunities,
Escrow Services Fraud, Identity Theft, Internetdetxon, Investment Fraud, Lotteries, Nigerian Lette
"419", Phishing/Spoofing, Ponzi/Pyramid, ReshippiSgam, Third Party Receiver of Funds are clarifred
this paper and, also the internet crime preverdiwhlegislative measures are treated, too.
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1. Introduction

The Internet is so good, but in some situationslamed! The various criminal means keeps affecting
the internet, making huge loses around millionewfo annually. The current and future trends in
stopping the scourge of crime on internet have naditeed and in Romania there have been
attempting to adapt the legislation and cooperatvdh other countries. Thus, lately our country has
known an increase of the informatics criminalityhigh brought us a global well-known “brand”, by
incorporating the country’s name in labelling thethod. In this paper we analyze the most common
methods and criminal schemes but also ways to ptélkem.

Methods and Means of Preventing Computing Criminaliy

The auction fraud: involves deceiving one of thetipa after a bid made on a specialized site in
selling or buying products through auction. In gahehere are posted ads of selling productseat v
attractive prices. After the auction is made arel hoduct is acquired virtually, the product iscbai
and often enough the transaction stops here anduyer does not receive anything. This method is
associated to our country and is called the “Roaraauction fraud”. Sometimes the seller directs the
victim towards an escrow service that is comprothesed/or fake, and that, in the most cases, belongs
to the seller. Once the money is electronicallpdfarred, the connection is interrupted and thiersel

is unreachable.
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Therefore the consumers are warned about the fiskah transactions, if they recognize one of the
following behaviours:

The sellers post ads of sale and purchase likeiddvbe in the country, and after closing the

transaction, the winner of the auction receivesrggratulatory message in which is announced
the winner of the auction. But of course, there’'gifs, the winner is announced that for the

moment the bidder it isn’t in the country for varforeasons, the most common being the
business, career, family. Also we should stay aay from the people that post the auction
under a name and the funds to be transferred tiv@nperson.

The person requires that the money transfer to agendigitally, using bank money transfer,

such as MoneyGram, Western Union or electronichtyk transfer. Using these services,

practically the money is lost and can’t be recodeneany way.

The sellers that act as dealers or authorized septatives of the companies in countries where
there aren’t representatives of those companiess@khould be avoided.

The buyers, that from different reasons requiret tha transport of the products to the

destination should be made through methods thadl &e custom duties, must be avoided also.
There are doubts in buying the product by payinghvegredit card, and the name or the

destination address of the product doesn’t cormedpath the one from the card. It is advisable

to receive the card holder’s authorization befemding the product.

To prevent this type of fraud we must take intoocart the following aspects:

Before the offer, contact the seller and ask higngurestions you have about the product;
Make sure of the seller’s feedback;

Treat with caution the people outside your country;

Make sure you fully understand the terms of resstituand the security policies;
Calculate the shipping charges before buying;

Be wary if the seller accepts only bank transfersash;

Ensure the legality of a escrow service if it'sdise

It must be taken into account the product assurance

Be wary if you receive unsolicited offers.

Usually the specialized sites in online transadtisnch as eBay or PayPal are making known the
methods of additional security and offer tips teyemt fraud.

The credit card fraud: is an unauthorized use ofedit/debit card, or card nhumber, to fraudulently
obtain money or goods. The identification data stteh on the credit/debit cards can be stolen after
there are made transactions on unsecured websitéisere can be obtained after an identity or acts
theft. Since these data are getting in the hartieotriminals, they usually make transactions am yo
money. This type of fraud can be avoided if we take account the following considerations:
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Ensure that the site where you make the transadsisafe and it has a reputation before
providing online your credit card number and thenitfication data.

We mustn’t always give credibility to the sitestjbscause they pretend to be safe.

The reputation of the sources from where we acqh&eyoods must be grate.

The situation of the count must often be consuitesilvoid unauthorized payments.

Previously it is indicated a small study on thesper or company from where we buy the
product.
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» Under no circumstances you should provide the métion submitted on the credit cards or the
PIN, to request, via e-mail or at unsolicited phoals.

The identity theft: appears when someone appragianother person’s personal information without
their knowledge with the purpose to commit theft fraud. The identity theft is forerunner of
committing other types of frauds. Usually the vittis convinced to reveal personal sensible
information in order to participate in a legitimateusiness, or sometimes as response to a request b
email to update the identification or affiliatiomformation, or renewal of the data of the bank aato

or as a result of applying some requests concemijap. In preventing this type of crime we must
take into account of the following aspects:

» The accessed web sites are secure before subntitingimber of the credit card;

» The preliminary information concerning the businesghe fact that the site is legitimate;

* Inthe identification data is preferably a physiadtiress then just a mailbox;

* Under no circumstances the cards are not throwtrane¢he statements;

» Make sure that you don’t have missing bills fromiakhto show the identification data of the
account;

» Do not provide to anyone your identification datdahe card or the PIN;

» The credit card number or identification data argmobvided by telephone unless if you make
the call.

» Consult monthly the made transaction to prevent aliscover the frauds.

* Report unauthorized transactions to the bank oatdsvthe card company as soon as possible.

Blackmail and wringing information from the intetn@mplies breaking and taking the control over
the data base, with the promise of giving the @artback in exchange of the required or received
funds, or are conditioned by filling a job as webménistrator. Similarly, it may be put in jeopardy
compromise the information concerning the data dba$ehe consumers excepting the case in which
the funds are received. The preventive measuresistoaf increasing the network security and
identifying the weaknesses from it but updatingeRistent software.

The investment fraud: is an offer for investmentfoans requests, using and trading some valus titl
using false or fraudulent claims. In this case muest take into account the following aspects:

» The offer seems too good to be true and the geofiboming immediately;

» ltis indicated no to invest until you understahd business;

* Not always the company reputation is ensured byt vgharitten on the website.

* Be circumspect at the bids received by unwantedieméere the profit is immediately and
without risks;

» Preliminary research of the parts involved in theibess and of the investment’s nature;

» Treat with caution the business which involves mend from other countries and also the tax
authority’s data about the company you want toectbg transaction with.

The lotteries: in which you are announced that waun an important sum after a random selection
from a database of emails, names, etc. Initialgrehare required the contact data, then a feengngi
between 1000 and 5000 euro to be required forimgathe proceedings. These are the first signs
which we must keep in mind if we are scamed:

» Sounds too good to be true;
* You have not participated in a lottery or you tr&&h persons outside your country;
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* Beware of the lottery which charges a tax befoteveleng the prize;

* Do not answer to the requests through which yout meisd money to be eligible for future
earnings.

* In some countries it is an offense to play in aigm lottery through email or telephone.

Also the Nigerian lottery or “419”, through whichhagh official Nigerian offers to share a percent
from a sum of millions of dollars requesting heip placing the money in foreign banks. At the
beginning it requires personal information and theder the pretext of increasing the wining you
must pay a certain amount of money.

Phishing and spoofing: are somewhat synonymous,reefér to electronic documents falsified or
fake. Spoofing refers at sending a fake email, whigpears as is it was send by someone officially.

Phishing is often combined with a spoofing andhis act of sending an email claiming to have a
legitimate business, in the attempt of tricking tkeeeiver in order to disclose personal information
such as passwords, card credit numbers and infarmabout bank account. It is interesting that it
directs the users to visit a specified website. Jiteeis mostly similar to the original one butooiurse

it is not real and it was created only as an attamgteal the information about the user. Mosthef
times these methods make us think that they areéngpfrom a bank; it is advisable to keep in mind
the following:

* Any unsolicited email which requests personal infation should be treated with suspicion and
it must be reported;

* Avoid filling out forms from your email messagestlask the personal information;

» If the email is sent from the bank, it is alwaysiadble to compare the link from the email with
the link we are directed to.

» It is advisable to connect to the official sitegthaccessing the “link” from that unsolicited
email.

The Ponzi pyramid: there are pyramidal schemesgtadare investment scams in which the investors
are promising abnormally high profits at their istreents. Actually there is no investment. The
scheme is simple, the first investors are paid with invested money, but by the next investors the
system usually collapses. The last investor doesemeive dividends and their investment is lost.

According to the above presented schemes, if thpddunity” seems to be beautiful and true, and the
promise of making quick profits is present, it ettlr to avoid the opportunity.

Also try to fully understand the mechanism befareesting and be cautious when you are asked to
bring new investors later.

If you think you are a possible victim of this tyjé scam, it is appropriate to complain to the
competent authorities.

2. Internal Legal Regulations Concerning Computing Crime

The cyber crime is a phenomenon in our days, frepieeflected in the mass media. A study
indicates that the fear of informatics attacks exrisen intensity the ordinary one, thefts or fraudse
criminological research on the crimes carried dubugh the informatics systems is still in the
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exploration stage. Even those made so far tentldoge in the classic way in which there are watched
the infractions in the current justice systemsrj@a 2005, p. 720)

The rise of information technology, of the compuggstems started especially in the last century and
it has left its mark on all social, economic, cieil military area. As a result of this ascensiorhea
recent years in our country there were initiatgislative penal measures in order to sanctiondhtsf
that are offenses specific to the domain which khba the object for penal investigations. Nowadays
in Romania there are currently several provisionshe special laws, which regulate different facts
about computer systems or information society ab@e. (Dobrinoiu, 2006, p. 140)

The cyber crime includes in addition to the coniamdl crime acts (fraud, counterfeiting, prostibutj
fraud) the offenses in the cybernetic domain (safewpiracy, the cad theft or falsification of the
instruments of electronic payment, malicious nekspmrelectronic terrorism, harassment via emalil,
etc.) (Stancu, 2007, pg. 4-5)

The evolution of the informational technology offéyoth advantages and disadvantages and the latter
refers primarily to the multitude of possibilitider breaching in any domain that appeals to the
cybernetic systems (financial-banking, aviationfiorel security, military, medical, educational,
social, etc.).

In the last years the Romanian legislature was exoecl with developing a framework that regulates
the access and development of activity throughctimaputer systems in different sectors. Currently,
there are in effect more legal provisions integtatespecial laws which regulate different factsuth
the computer systems or the information societa aghole. Thus, there are considered relevant the
following legal provisions: Law no. 365/2002 on tregyulation of electronic commerce, G. D., No.
1308/2002 concerning the appearance of the metbgidal norms for applying the Law nr 365/2002;
G. O. nr 130/2002 on the legal regime of distara@racts, amended through the Law 51/2003; Law
81/1996 on the Copyrights and related rights, togretvith the Law nr. 285/2004; Law nr 506/2004 on
the processing the data with personal characterpaotéction of the private life in the sector of
electronic communications; Law no. 64/2004 on titdication of the Convention of Europe Council
on cyber crime; Law nr. 196/2003 concerning thevenéing and combating the pornography, as
amended by Law no 496/2004.

In our country, the legal regulation applicabléhis moment, and the most important, in the matter
informatics crime is the Law 161/2003 concerningieaneasures for ensuring the transparency and
exercise of the public dignities, of the public étions and the business environment, preventing and
sanctioning the corruption. This introduces a numbe 7 infractions, which corresponds to the
presented classifications with the analysis ofGbavention provisions on the cyber crime, grouped i
the group Title 11l of the law. The text was a mgidaptation to the Romanian environmental of the
Convention provisions and is an effective tool ambating this scourge.

The goal of this normative act is the preventingl @ombating the cyber crime, through specific
measures of prevention, discovering and sanctiomihghe committed infractions through the
computer systems, ensuring the respect of the huights and protection of the personal data (art.
34).

The normative act does not provide a definitiorihaf “computer crime” (as also it can’t do even the
Convention of the Europe Council). Such a definitip in fact very difficult to be stated, consichgyi

the wide variety of the criminal matters that h&een discovered so far, but and the daily avalanche
of the new criminal acts in this area.
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For preventing and discovering computer offendes)daw requires the involvement of authorities and
public institutions with competences in the fieldervice providers, NGOs, civil society
representatives that promote policies, practicesasures, procedures and minimum standards of
security information systems, such as the Ministirjustice, Ministry of Administration and Interns,
Ministry of Communication and Information Technojpghe Romanian Intelligence Service and
Foreign Intelligence Service (which must continupugodate the database of cyber crime) and the
National Institute of Criminology.

3. International Legal Regulations Concerning ComputerCriminality

Having roots almost in the entire world’s countraasd without any central authority, the internet is
considered by the civil liberalists and online wists as a true free market of all kinds ideas. We
cannot take into consideration their Sisypheargglaito keep the Internet off the legal constréins
imposing some civil or penal sanctions for the gt or illegal activities; it would threaten the
expansion and the spirit of this network (Vasiu989g. 125-126)

The necessity of juridical regulation of the In&trnesults from some committed facts in this nekwor
already fall under the existing laws. The fact teath behaviours have moved their development
location does not alter their criminal nature. larmp countries there are a series of normative acts
which, although they didn’t aim at the disseminatad the obscene materials in the Internet network,
for example, there are applicable and there arbkeabin the case of committing these acts throungh t
reminded network.

Thus, in Great Britain there are several laws ith@iminate various aspects of the obscenity: Obsce
Publications Act of 1959, Protection of childrentAom 1978, Indecent Displays Act from 1984,
Criminal Justice Act from 1988 or the Criminal Jastand Public Order Act from 1994 (Vasiu, 1998,
pg. 131-133)

Supporting the fight against the cross border crittne EU authorities have adopted several measures
designed firstly to strengthen the cooperationhim judicial — penal domain with other non member
states of the Union and with international orgatiizes. Thus, we consider the following steps:

3.1. Organization of United Nations

The resolutions 55/63 from January 2001 and 56ft@h January 2002 on combating the use of
information technology for criminal purposes invitee member states:

» To make joint efforts to combat cyber crime;

» To adapt the legislations in this context;

« To cooperate and to exchange information in thimala at international level;

* The qualified institutions train personnel to miset demands of these activities;

» To protect according the law the confidentialitglantegrity of the informatics systems;

» To preserve the electronic data and to allow thekgaccess in case of investigations;

» To ensure in due time the investigation of the cot@pinfractions, gathering the evidences and
the exchange of information.
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* To educate the population about the methods fovepteng and protecting from computer
infractions.

» According to the possibilities to adapt at the catep systems for helping detecting criminal
actions and to gather evidences and track dowpehgetrators.

» To find solutions for combating the computer criality this does not affect the individual
liberties and the right to citizens’ private life.

3.2. The Economic Organization for Cooperation and Deve@pment

OECD had an important contribution in the developtrad the international cooperation against the
computer crime recommending the states to adaptrihBonal legislations so that the illegal aatsla
crimes related to the computer environment havérdlas juridical feature at international level.
These recommendations were designed to createf@marjuridical framework at international level
in order to fight against the cyber crime.

3.3. The Group of the 8 (G8)— which has between 1998 and 2000 the basis ofetteetive
cooperation, creating an international network arfitacts that include experts and institutions #éble
intervene and facilitate the immediate investigatd the penal act related to the computer crime. W
remember that in June 2001 the Council of Europemenends to all the European states to join the
network of contacts created by G8.

3.4. European Union and Council of Europe

2005/222/JHA — In 2005 a Framework Decision of Hugopean Council on the attacks against the
information systems it is recommended that the negndbates consider as infractions the illegal
access at the computer systems, illegal intercetia alteration of the computer data and it impose
some rules concerning the international cooperation

This is the first document designed to standardis&uropean level the efforts of combating the
computer crime.

The Directive 2006/24/EC of European Council andtef European Parliament on the storage of
generated data or processed by the providers wionet and services of electronic communications
designed for the public is established in the fi@atument at international level desigmated to gase
gathering of electronic evidences concerning thepmder infractions.

3.5. OSCE - Organization for Security and Cooperation inEurope

According to the decision 7/06, it recommends tleminer states to become party to the Convention
to Fight against cyber crime, of the European Cbuand encourages states to join the network G8
concerning the cyber crime.

This decision is important because it grants arakigoportance to the computer infractions and ® th
electronic device gathering.
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3.6. Interpol — the first institution that has organized inteior@al meetings of experts in the

computer crime. Having 184 members from all thetioemts and its role being the one to facilitate
the international cooperation of the police agescieterpol has made continuous efforts in thetfigh
against the computer crime.

In this way it has been created an internationakaik of contact points aiming the identificatioh o
experts in all the countries able to provide aasist in investigating the computer crime.

However the role of Interpol in investigating andmbating illicit material information is limited
because of the way this organism is built. Thetreadime is quick enough to gather evidences in
computer matter due to the volatility of the commeated data in the computer networks; this
volatility imposes a time to react in only few sede or minutes in order to collect evidence.

3.7. The Convention Concerning the Computer Crime of theeuropean Council

The ETS 185 — from 23 November 2001 in Budapettdadirst effort towards a treaty on cyber crime.

The Convention was signed by 46 countries of wHidre not members of the Council. Out of these
24 countries (including Romania) they have ratified Convention, the United States being the only
non member country that has ratified it. Subseduyenn 28 January, 2003, it was submitted for
signature towards the member states “The Additi@natocol for the Convention on the cyber crime,

concerning the criminalization of the acts of ra@ad xenophobic nature committed through the
computer systems”. Romania has also signed thigtiadel Protocol on October"9in 2003.

The Convention and the Additional Protocol estdiglis the basic framework for investigating and
punishing the criminal offenses committed througtomputer, as well as for interstate cooperation,
which also required stopping this scourge.

The Convention brings firstly the necessity for g@ecriminalization of some acts such as: the illega
access at a computer system, illegal interceptfaimeo information transmission, information fraud,
infant pornography on the Internet, violation o fhroperty rights and other related rights, etsoAt
introduces new channels of communication in fightagainst this type of infraction and it defines a
common set of standards for the criminalizationtloé illicit facts related to the information
technology.

4. Conclusions

The problem of information security is placed wttiority on the work agenda of those responsible,
in the attempt to unite their efforts to harmonittee legislations. The Governments have
acknowledged the need for a common criminal peabityto stop it, through efficient strategies and
norms, the information warfare and cyber attacksragrthe most technical and tactical.

In the fight with the cyber crime it is necessarng@od framework well established in terms of
prevention, detection and punishment. Through ititatnational act to which it is party, Romania is
obliged to develop a legislative system specificthis type of infractions. Moreover, the “old”

infractions are done today through modern meansater theft), at distances of thousands of
kilometres, the international cooperation beingalvio combat this scourge. Recently, the media
announced the creation of a new generation of @gukat attack GSM terminals and unfortunately it
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is not just a new direction of these attacks. Tdve 161/2003 represents a beginning, but for keeping
up the huge infraction diversity which takes plagth a simple keyboard and a simple mouse click,
therefore the legislative activity must not stopehe

An example concerning the necessity to incrimithéemost serious of these crimes is the following:
presenting a real case, namely, the presidenieo€thenet Company from California, Jim Jarrad — has
decided to let the computer to work overnight tosh a large download. In its absence, a hacker has
accessed he’s PC through DSL connection and hénktsled a program that had allowed him to
control the computer, to steal important files andlelete information from the hard drives. Jarrad
escaped of the disaster due to a lock system, lene@rror message that has found the second day
indicated that something it was not right. He lbgd weeks of investigations on the issue, during
which he learned more then he wanted about ha&karstually being obligated to format the hard
disk to get rid of the auto multiplication progravhthe hacker. This case is far from being unique.
Everyday we are informed through the media of ca$e®me banks or important institutions, either
to interrupt the activity, or with the purpose afnmitting another crime as the one of theft through
information means.
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