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Abstract: Our paper proposes amalysi: of the strategic agreement between the EUW@&doncernin Data
Protection of people. Threat aft8eptember 11, 201 has become a matter of security and sabétye entire
world. Governments have hadftod the fastest and most reliable ways to preventcamebatterrorisn of any
kind: from a computergconomicall at threatening people lives. EU-US transatlargieament i@n answer to
this problem. Creating aommon securii system requires the most appropriate prograows, modesof
analysis and experts. The effaf the two powers must relate primarily fundamental rigfthis pape is a
point of reflection and analysis foesearchers, academics, students interested iersw@fttEuropea security
policy analysis and efforts tdembe authorities to manage most threatening problem.
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1 Introduction

In an ideological sense, the EU damconsidered part of each of us (whiebulted in th rights that we
have namedhe European spifjt one olthe major vectors for the directions were goin( (through
sharing of creative forces, powgeglicies etc.), but also one of the most receomtrovers: to what we
are going as well agrganizational entii? Despite these uncertainti¢se European Unioproposes
that the measures taken and fiecist objectives to ensure the best conditidos its citizens.
Promoting economic and social progr, asserting the identity ofhe Europes Union on the
international scene, establishicigjizenshif, development of an area of freed®acurity and justice are
among the main objectives dfie EL and reaching them is througkspect for ar protection of
personal data, thus not affect ghievacy of its citizens. The objectives of tlEEquis communautai
concerning the processing of personal data to denswhen transposed into national law is
guarantee and protect fundamentghts and freedoms of individuals, especidhg righ to privacy,
family and private life. Takingnto account the need to defend fumdamental rigt to privacy and
private, personal data protectioma particularly important area, as evidencedthwy presence of
distinct chapter in the Scheng@onventiol. Regulated in different laws definirfgr the European
Union (Treaty of Lisbon, the EWCharter of Fundamental RightEuropean Convention Human
Rights, European directives anthel documents and agreemémtise aspects concernilpersonal data
protection is controversial fro the perspective of a continuougevelopment of éoncrete reality
(economic, social, informationacientific, medical etc.) but also in terms of tinereasingly importal
role played by the EU am international act through new treatiefmternational agreemetr concluded
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with various partners. If these external cooperaiiovarious fields are intended to bring an addsde

to the community through the creation or improvembanefits to domestic issues (health care,
electronic commerce, security and justice, intematket etc.), they must protect adequate personal
data of citizens, legal and practical. Tgrecessingcovers activities such as data collection, recgrdin
and archiving, retrieving them for consultationndieg them to other people, blocking, erasure or
destruction. To this end, a European body was edeiat arbitrate, both at EU and externally appainte
European Controller (from the perspective of EUcend at international level), how to comply witteth
collection and use of personal data, with the tustin or body concerned to rectify, block, erase o
destroy personal data have been processed in eememmirary to law.

2 Towards a New EU-US Agreement on Data Protection
2.1 The Conceptual Framework for the Protection oPersonal Data

The new agreement is part of the European Uniorthiermedium-term collaboration with the United
States to prevent and combat terrorism, called SWHFTFTP Gociety for Worldwide Interbank
Financial Telecommunication - Terrorist Finance ¢king Program and is based on data transfer bank
offering the American side the right to access anocess personal data of European citizens, to
establish concrete measures for joint action. Téety is named after Belgian banking services pieavi
SWIFT (Society for Worldwide Interbank Financial Teleconmication), which operates about 15
million transactions daily among more than 8300k institutions worldwide. US using data on
remittances in the TFTP programefrorist Finance Tracking Prograjrdesigned to detect potential
sources of funding terrorist§trategies in terms of common security of this egrent cannot be
criticized for anything, but the controversies @mibiguities that arise when it comes to intrusio i
the privacy of citizens or access to certain canftéhl financial data of the Union could jeopardgits
integrity. Throughpersonal datawe understand the information which may be relal@édctly or
indirectly in connection with an identified or iddiable natural person, such as: name, surname,
personal identification number, address, phonegandata on work and social life etc. The protectio
of such data across all measures taken by the Eamopnion is to ensure privacy (Bailly & Daoud,
2010, p. 269). For several years, European auigmrniesponsible for the protection of personal data
must face new challenges. In this sense, technobogy oversight mechanisms have had some
improvements, bringing an added value in termsgfiat fagainst terrorism and organized crime, but als
in the fight against corruption and other formsesbnomic and financial fraud. The most important
elements that promote access to personal data @id ad to some abuses in this regard are the
technological (internet architecture, relativelgyyaccess anonymization technologies, softwarerro
standing (poor security practices, still limitedlghl cooperation, development and legislative sses
too slow to combat cybercrime, to the developmémniew forms), human (negligence in securing the
use of virtual resources).

2.2 European Regulations on Personal Data

The objective of thecquis communautaireoncerning the processing of personal data in mihdn
implementing them into national law is the guararded protect fundamental rights and freedoms of
individuals, in particular the right of intimatearhily and private life. One of the most important
European standards in this respect is Directivd®&/C on the protection of individuals with regand
the processing of personal data and free movenfestiah data. The directive makes references to
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human rights issues that directly, giving, whilgigas options, exceptions, exemptions, which leaves
Member States large discretion regarding its impletation. It is also light regulated and their
processing, encompassing any means automatic o@utomatic operation (collection, recording,
organization, storage, adaptation or alteratiore, udisclosure to third parties by transmission,
dissemination or otherwise making available, alignin or combination, blocking, erasure or
destruction). This directive applies only to statems which reveal the field of EU competence, it
excludes those particulatréatments of sovereigritidefense, public security, State security) candg
applying to such public-private sector. In the matif personal data protection, the directive #l
equivalent in all countries and will no longer beyaeason to be potential barriers to free movement
Instead, it provides a strict and detailed regatatof the transfer of data to third countries. Ehes
transfers cannot be admitted unless the countdesfination ensures an adequate level of proteiion
assessed by the European Commission and Membes $tafether. At the root of privacy legislation
and an adequate system of protection of personaltdsstate the need to determine what each person
may disclose the information concerning him. Otimeportant regulations on protection of personal
data issued by the European Commission and the diaaEurope is Directive 2002/58/EC of the
European Parliament and the Council concerning piteeessing of personal data and privacy in
electronic communications, the Convention for thetétion 108/1981 for the protection of individsial
with automatic processing of personal data, Reiuiad5/2001 on the protection of individuals with
regard to the processing of personal data by Corntynumstitutions and bodies and on the free
movement of such data, the Commission Decision Bf Dcember 2004 amending Decision
2001/497/EC on the introduction of an alternatised standard contractual clauses to transfelopats
data to third countries, the Treaty of Lisbon, Eheopean Charter of Human Rights, The Program from
Stockholm. The right to personal data protectioguaranteed by the European Charter of Fundamental
Rights which has become an obligatory value daentdy into force of the Treaty of Lisbon.

3 SWIFT - TFTP Agreement Concerning Data Protectin
3.1 SWIFT - TFTP Context of Negotiations on the Aggement

SWIFT draft interim agreement, under the respotisilbf the Commissioner of Internal Affairs Ceaili
Malmstrom, on the transfer of banking data to @&horities was a starting point for the fight aighi
terrorism. In its original formula proposed by tBemmission on 11 February 2010 was rejected by
Parliament, is considered unsatisfactory becaudevofof personal data protection and fundamental
rights. MEPs (member of European Parliament) fiedtt the lines were not surprised the report as
clearly as was necessary. Thus, on 11 May 201Cthecil has allowed the Commission to resume
negotiations on behalf of the European Union tgpada needs and this project is consistent with the
rights of citizens. On 11 June 2010, negotiatioesancompleted. The agreement was signed on 28 June
and received approval of Parliament, by 41 vétesn plenary on 15 July 2010

The agreement was a request from the U.S. aftetetherist attacks of September 11, 2001, to have
access to information on banking transactions tjnoa special program called TFTP (program seeks
funding for terrorism) and to develop such cooperatvith the company SWIFT, which has, in turn,
the monopoly of electronic financial transfers. Tieed for such US-EU agreement came when we
witnessed a change of "internal architecture anjian data center storage off to Switzerldnds

! Information extracted from the official text ofettrecommendation, document the meeting, Europealinfant, A7-
00224/2010, 15/07/2010.

2 European Parliament-Intranet informative articlER$ canceled SWIFT Interim Agreement.
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an interim agreement was signed by ministers the ladiore the entry into force of the Treaty of
Lisbon, which noted the need for approval by theolkaan Parliament to signed international
agreements on criminal judicial cooperation, areldafjreement had to be renegotiated by Commission
to meet the demands of MEPs and to combine harraslyigecurity, data protection and respect for
fundamental rights. Parliament voices have arguet poor security guarantees offered by this
agreement and it had re-launched negotiations. Memtbe fight against terrorism is important bug th
terms of the agreement should be renegotiatedarsémse that public confidence must be earned by
maintaining a proper balance between protecting ldderties and global security, but also the UsS.

an equal partner in this joint struggle, blockimgl @dhe possibilities of abuse. Or, the originaleggnent

did not ensure that all making the EU an actor etdble.

The new agreement between EU and U.S. was passdélatiipment and has the powers to be
considered as a "variable geometry of the trangatlpartnership” (Helly & Petiteville, 2005, p.24in

the sense that the fight against internationabtesmn is a priority and therefore, by extensioris th
agreement will serve not only expectations of thesepowers and other international entities ared th
Community. However, the conditions for this agreatie prove their effectiveness and develop a good
collaboration to meet certain values of the Europ€ammunity, the Parliament, as representative of
citizens, we must defend. Under the Treaty of Liskeach share of the EU as an international player
this case, must comply the European Charter of HuRights (now mandatory) and, therefore, the
principle of proportionality and the need to prevahuse or to achieve privacy, fundamental righits o
citizens. Only through negotiated agreement so eall be obtained such strict and primary guarantees
before being made "at any price"

At the same time, another important safeguardaiedtin this agreement relates only to the transffer
SWIFT and SEPAdata not related to the transfer of data on firransactions within the euro area.
It is still an important safeguard to stop the Aiteens can pursue their other interests than theggle
against terrorism in its applications, involvingnimial risk economical access to information spedii

the EU. Moreover, the bulk transfer of this infotioa (without individual), estimated at 90 million
data each month, is contrary to European legisiatibey can be customized by any U.S. bank. So
double closeproposed by Liberal MEP Jeanine Hennis-Plasschaern initial analysis of data on
European soil before being transferred to a fitarld be more desirable and advantageous guarantee.

However, the conclusion of this agreement has afmmned discussions on a future inter-institutional
cooperation aimed at negotiating access to docuanBrgquiet about the lack of access to documdnts o
the Commission and Council have determined MERsake a legislative proposal in this regard. After
the Treaty of Lisbon, Parliament must have accesthése documents to study each action of the
Commission and, finally, to guide negotiations orrespondence with the interests of European
citizens. This will form the basis for discussidnadfuture report. SWIFT final agreement, discusaed
Malmstrom Commissioner Hearings in Parliament, emsubetter balance in the fight against terrorism,
security and data protection. Thus, the final ages# reflects very well the commitments made by the
Council and Commission, but, equally responsiblé @emands of Parliament. Equally, it encompasses
all proposals and solutions listed legally bindorgcitizens' privacy and security, which shows that
Commission has done well the work of negotiatingr@of for this being the 41 votder received in

! Opinion supported by Busuttil, Simon, MEP (Eurap®&ople's Party), following the debate in Parliame
2 Single Euro Payments Area (SEPA) is a unified peynarea and implemented by the EPC member cosinfiigs area aims
to harmonize financial transfer modes, the eurgenumy between countries, a single payment aredenheart of which
individuals and businesses will be able to tranfifeds in Euros in safe, fast, and cost the sares ithat you may have to
Currently in their country of residence.
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plenary session in July 2010. The question is thiée are really needed a European TFTPPhat
involves a change in the conception of this coliabon in the U.S. and European authorities. Eguall
it requires not only a re-size of this cooperatmnl the creation of premises infrastructure, al legsis

for developing such a program. This new EU-US agegd is not only a transatlantic dimension of
cooperation to achieve a common gtied-fight against terrorisgrbut also an enhancement of the new
Parliament's powers relating to the control andritpet to veto international agreements followiig t
entry into force of the Treaty of Lisbon. In corgilen, this agreement may be regarded as a stepdowa
diplomatic communication plan for sharing simildrjectives, to strengthen EU-US cooperation not
only in terms of defense. Equally, one can dematestthe existence of prerequisites for the
development of other partnerships, as long asdheypof win-win is respected.

3.2 Peculiarities Agreement SWIFT - TFTP

The final agreement negotiated and voted on by MERsly 2010 will be implemented in the coming
years. The fight against terrorism will be ensubgda rigorous control and treatment of data reckive
from SWIFT to U.S. authorities for an "inside theSUsecurity contributions and, more generally, to
global security®. However, we may notice a date for implementirig #iyreement will be respected as
guarantees data protection and information dissatioim. Actions taken by U.S. authorities for analys

of these data involve identifying tracks: "a sitaat of terrorist networks, to complete some
investigations to confirm the identity of suspetislocate physically, and prevent terrorist attdtks
which means that only data received in these silgthe European body SWIFT can be used. This is
one of the main guarantees of this Agreement. ftaies to be seen how this will be respected,
especially in reality controlled by Europol and Epkcial representative appointed for this. An ¢iffec
respect of these obligations will be subject toleatton by the Commission carried out after 6 menth
after entry into force of this Agreement, sincemally it is not known yet when they see the first
results. It is difficult to capture in practicetife principles of necessity and proportionality @vactually
observed data requests, although each requedtevjranted a legal term that will indicate spealfic
what is strictly necessary. This could be problémfatr assessing the exact number of data necessary
for a case in circumstances where a large numbapmlfcations will be presented regularly. Moregver
another difficulty may arise also be impossiblektmw exactly where these safeguards were applied
non-discriminatory manner for Europeans and Amascdn addition to the control afforded by the
designated official, in reality there is no instremh that can measure precisely the question whether
Congress has made an abuse of its applications.

"The interest of Europe and its citizens" whictersfboth to the fight against terrorism involveseil-
negotiated agreement that can certainly provideramiees of privacy and data protection for the
European community. To that extent, the existerice safeguard clause to ensure exemption from the
rules of law in case of abuse or a direct thredt\aalating securities by the U.S. Treasury. Eviethé
proposals under discussion were MEPs for the exgstef this clause, the text of the final agreenient
clearly not in such a stipulation. In this contakizannot take advantage of this opportunity totget
them more. Distrust in the agreement also led GBeigin, Ireland, and Denmark to be outside this
agreement. Applicability of this Agreement will beodified as a result of this exemption that théffig

! Claim belonging Busuttil, Simon, MEP (EPP Groupjidg debate on the report aimed at future agreeehiP-SWIFT

2 Confidential report of Judge Bruguiére, http://wdemonde.fr/europe/article/2010/02/04/l-accord-syirticipe-a-la-
securite-globale-selon-jean-louis-bruguieres_13813314.html.

3 Confidential report of Judge Bruguiére, http://wdemonde.fr/europe/article/2010/02/04/l-accord-syirticipe-a-la-
securite-globale-selon-jean-louis-bruguieres_13813214.html.

852



Reforming Public Administration

against terrorism cannot be accomplished withdl@G®o full control and creation of a European TFTP
will give more confidence for Europe and demonstigt usefulness more than the American system.
However, the prospects for development of thisesysare a little insecure because the infrastructure
and support necessary to implement the America@gstegoretically available for the moment. This
investment requires not only time but also a rddinigp and adjustment of the agreement by these two
actors.

Achieving this agreement will show the effectivemed its implementation throughout. At the same
time, citizens will be able to see specifically wher safeguards would be applied without
discrimination and whether the project of creatinguropean TFTP will prove its effectiveness to the
same extent as those used by U.S. authoritiesandiskly. Furthermore, Europol will prove whether
he can carry out the control that we need to mak@iaations for information to refute the initial
suspicion of MEPs on the ability to have this kofdoower. On the other hand, the practical abiity

the EU to establish its own TFTP benefiting fronsUaid cannot be estimated as well as the necessary
infrastructure and experience at the moment is &yAmericans. Moreover, the agreement does not
stipulate details of rethinking the concept of saitantic cooperation in this case, no words necgss
support provided by Congress to develop a prog@posverful as the existing.

4 Advantages and Prospects in using SWIFT- TFTP

Working with a partner strong enough and poolirgpugces to succeed in achieving a common goal-
the fight against terrorisincan bring many benefits, because there is |efgst gbr each partner.
However, this cooperation should ensure a balapteden security and data protection, civil libertie
and fundamental rights for the Europeans and ferAimericans. With this balance maintained control
means secured to prevent abuse, the Commissiotiategoagreement rather than managing to meet all
the conditions imposed by Parliament and meets mericans. Equally, the creation of a European
TFTP is expected to be able to process data willérEU and prevent terrorism, but we do not know
yet whether this project will be feasible. Fightarst terrorism is a priority for the EU in its pdés by
ensuring a space of freedom, security and jusBoenetimes, an equally important objective can be
achieved entirely by means of which it has an Et taerefore has to resort to cooperation with agroth
international player that looks much stronger. Tigito this agreement the Commission was able to
negotiate for a better European cooperation ancoattibution to the internal security of the United
States and more generally to global security.” Atdpean level, the struggle for these objectives is
resized and has a different significance. Prevgrtémrorism is a matter of national security anckifgn

and should be using the most appropriate progrémads, modes of analysis and experts. For this,
cooperation with the American authorities haveitifeastructure to manage this type of applicatien i
essential. After the September 11 attacks in th®. lthis objective (preventing other attacks) have
become essential to protect the American peopla fioeats and to this end, cooperation with the EU
would be possible to provide the data necessarythisr analysis SWIFT. So, this Agreement has
occurred through the sharing of two ways necedsaaghieve a common goal: maintaining security.

At the level of U.S. authorities, SWIFT data aréuedle for applications made use of a TFTP and will
include SEPA data. This does not prevent the Ur8asury to conduct espionage for abuse or other
interests as those specified in the agreement. Bueng the debate in committee MEPs were skeptical
about the possible political interests that Amer&cgan show in this collaboration, noting that also
benefit from a high level of protection, excluditige transmission of data in bulk. The fight against
terrorism means to defend freedom and this showlddbne under the control of Parliament.

853



European Integration - Realities and Perspectives 2011

Furthermore, Member States have expressed cortatricdoperation with the U.S. especially in terms
of data protection. Cooperation with third courdnell be more convenient. Consequently, even if we
take the essence of compromise as a Community chéth@chieve this balance of the agreement
"should not be done at any cdsttie Commission has managed, in response to thgsests, obtaining

a good agreement negotiated text, which ensurentaldetween security and data protection and
provide maximum possible guarantees for Europe&Ws. can say that this agreement was a
compromise because the EU had initially intendedormply with U.S. demands and only intervention
by the Parliament resulted in a better negotiatergns of negotiating progress and cooperation. In
conclusion, we present a cooperation agreementctréin guarantees or promises by the two great
powers and unify for a common purpose. The effeatss of this cooperation, however, will be
demonstrated starting from the moment in the fyteraphasizing also that each party follows the
interests and fight for a common interest: to pnéterrorism. In this case we must ask whetheraét dr
European TFTP will be really accepted by Americamsthey will be more interested to keep
transatlantic cooperation for a longer period. Tiegt 5 years we will demonstrate this. The union of
forces to prevent terrorism has generated more @rtsramong MEPs but also among Europeans who
are directly affected. On the other hand, MEPs #mel Commission think that the success of
negotiations is to guarantee good agreement olokdiimes, without making major compromises on the
other hand, remain a bit skeptical and concernBgdens across the concrete implementation of this
agreement controversial. First, the EU united am$gerous extended to the U.S. could be a potential
competition on the international scene, but homeets only American interests, it becomes a patenti
partner, as the author H. Kissinger notetdne Europe plus active dans les affaires mondiasians
l'intérét de I’Amérique. Mais que cette identitdtsibéfinie en opposition aux Etats-Unis ne I'essha
Europe more active in world affairs is in the irdst of America. But that identity is defined in
opposition to the United States is 'h@issinger, 2002, p. 81). In conclusion, thistparship includes
the interests of both parties both political anglatnatic, but creating a TFTP across Europe remains
one of the most important perspective based oratirisement, since it can be interpreted as an immbit
of the EU not to U.S. reliance on it to get theipgort and expertise to develop this system irfitse
instance. This program will help the EU to purstee Security objectives, while at the same time
respecting the rights of citizens, thus in thispeet will be the safest possible. There will then b
necessary to resort to thikared leadershigvas talking about. But strengthening the defegseem by

a European TFTP will be the precedent foE@ope puissancer space of Europethe U.S. can
demonstrate their attempts to control? Concretdteewill appear in the coming years.
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